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Chapter 1 ς Getting Started 
 
 

Introduction 
 
webEMS is a browser-based interface between the Andover system and you.
 

webEMS provides a clean front-end that allows you to do the following: 

¶ Monitor your system through friendly, customized views 

¶ Modify points, schedules, and alarms 

¶ Collect and display historical data 

¶ Manage and edit system programs 

¶ Backup and RŜǎǘƻǊŜ ȅƻǳǊ ǎȅǎǘŜƳΩǎ ƳŜƳƻǊȅ 
 
 

Product Features 
 
Open Platform 

¶ Browser interface 

¶ No special software required on user PCs 

¶ Unlimited licenses (no user limit) 
Secure and Reliable Access 

¶ True multi-user access 

¶ User level access (three levels of permission) 

¶ User activity monitoring and logging 

¶ Internal messaging between users 
Intuitive User Interface 

¶ Customized navigation and user defined views 

¶ Customized graphics 

¶ User defined point naming (friendly point names) 

¶ Easy point searching and program control lookup 
Practical Programming (Based on Access Level) 

¶ Easy access to view or modify control programs 

¶ Cut and paste programming 

¶ Ability to copy a program within or between controllers 

¶ Ability make point name substitutes within programs 

¶ Real-time viewing of program position and values 
Intelligent Data Collection 

¶ Extended history accumulation and archives 

¶ Graphical trending of point values 

¶ Auto-ranging and multi-interval graphing 
Dependable Alarming 

¶ Email (requires Internet access) 

¶ Controller offline status or memory loss alarm 
Easy Backup and Reloads 

¶ Scheduled automatic backups 

¶ Single-click backups and reloads 
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System Requirements 
 
The only requirement to access the webEMS is a web browser.  Approved browser brands are Internet 
Explorer, Edge, Firefox, Chrome, Safari and Opera.  Many other brands will probably work but as of this 
printing, have not been verified.  Connectivity does not depend on the operating system or device that 
the browser is running on.  No custom software is needed on the ǳǎŜǊΩǎ device.  
 
 

How to Use This Manual 
 
In this manual, a section may apply to multiple user levels, or a section may apply to only one user level. 
Each section heading lists the user levels that apply. If your user level is View Only, a section that 
specifies Standard user level would not apply to you. Sections that state All apply to all users.  
 
 

Logging into webEMS 
 
To access webEMS, type your webEMS ǎŜǊǾŜǊΩǎ IP address in your Internet browser. From the login 
page, type your User ID and Password and select [Login] or press [Enter] on your keyboard. (Figure 1.1) 
 

o Note: The Administrator User ID is ____________ and the default Password is ____________. 
Please change the password as soon as possible to avoid unauthorized access (see page 8 for 
information on how to change passwords).  
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 

Figure 1.1 
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Main Screen and Basic Navigation 
 
After logging into webEMS, the main screen will appear. The welcome page displays the webEMS logo, 
your user name, and a record of your last session. (Figure 1.2) 
 
Navigating webEMS is accomplished via the Navigation bar on the left of a page at all times. This is your 
portal to all system data, programming options, and user management. Terms on the Navigation bar 
may signify a specific page or a grouping of pages.  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 

Figure 1.2 
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Chapter 2 ς Access 
 
 

Creating Users 
User Level: Manager 

 
Users are created and managed through the User Accounts page found within the Manage page. (Figure 
2.1)  From the User Accounts page, you can create a new user by clicking the New User button.  (Figure 
2.2) 
 
To create a new user, first click the [New User] button the top right corner of the editing table and a 
new page will appear. Type the new User ID, Name, Password, Retype (Password), and Email Address 
in the corresponding fields.  Although the User ID cannot be changed once created, the user Name, 
Password and Email address can.  Select the desired permissions from the drop-down box and click the 
[Save] button to finalize. (Figure 2.2) 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Figure 2.1 
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Figure 2.2 

 
 
Permissions              

 User Level: Administrator 
 
The five different user levels and their corresponding permissions are as follows: 
 

¶ No Access ς Allows you to temporarily disable a user from access without deleting his or her 
User ID.  Deleting a user entirely will permanently remove the session log for that user.  A No 
Access user level may also be used by users, such as security companies, who must receive 
email alarms but do not need further access to the system.  

¶ View Only ς Allows the user to view data from the Andover only.  A View Only user cannot make 
changes to the system. 

¶ Standard ς Allows the user to view all point properties and disable and change point values.  
Most users fall into this permission category. 

¶ Manager ς Allows the user to have the permissions to create, delete and modify programs and 
variable calculations. 

¶ Administrator ς Allows full access to all options of the system.  This user level is required to 
create, delete or manage user accounts.  This is the highest level of access in the system.  The 
system can have multiple administrators but there must be at least one. 
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Modifying and Deleting Users            
 User Level: Administrator 

 
¢ƻ ŜŘƛǘ ŀ ǳǎŜǊΩǎ bame, Password, Email address or Permission level, click the [Edit] button to the right of 
the userΩǎ information. Make the desired changes and click the [Save] button to finalize the changes.  
 
To delete a user, click the [Delete] button ǘƻ ǘƘŜ ǊƛƎƘǘ ƻŦ ǘƘŜ ǳǎŜǊΩǎ name. (Figure 2.1) 
 

Changing Your User Name, Password, or Email Address       
User Level: All 

 
The User Management page found by clicking the [User] button in the Navigation bar allows you to 
modify your user Name, Password, or Email Address.  (Figure 2.3) 
 
Your Name is different from your User ID. Your name is displayed with messages and on session logs, 
while your User ID is used to log into webEMS. Your Name can be modified in the future. Your User ID 
cannot be modified but can be deleted. 
 
To change your Name, modify the Name field and click the [Save] button.  To change your Password, 
simply type the new password in both Password fields and click the [Save] button.  Please do not cut 
and paste your new Password into the Retype field, as this action does not prevent typographical 
errors. Your Email Address can be changed in the same manner. (Figure 2.3) 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 

Figure 2.3 
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Session Logs                           
 User Level: Administrator 

 
The User Sessions are found as a selection under User Management when you click on the [Manage] 
button in the Navigation bar. This page lists each user, the date and time of ǘƘŜ ǳǎŜǊΩs last session, and 
ǘƘŜ ǳǎŜǊΩǎ current online status. If the sphere next to a name is red, that user is currently offline; if the 
sphere is green, the user is currently online. You can also view a more detailed session log by clicking the 
[View Log] button ǘƻ ǘƘŜ ǊƛƎƘǘ ƻŦ ǘƘŜ ǳǎŜǊΩǎ ƴŀƳŜΦ (Figure 2.4) 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Figure 2.4 
 

 
Messages            

 User Level: All 
 
The Message Board page allows one user to communicate with another user within the webEMS 
system.  You can get to it by clicking the [Messages] button in the Navigation bar.  The purpose for this 
might be to notify another user about a control point being disabled intentionally while work is 
performed.  To send a message, select users you wish to address.  If you wish to send a message to more 
than one user, hold the <Ctrl> key while selecting each subsequent user.  Type your message in the box 
and click the [Send Message] button.  The recipients will receive notification via email as well as a 
pending message envelope           upon their next login. (Figure 2.5) 
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If you have a new unread message addressed to you, an envelope will appear in the bottom of the 
Navigation bar area, directly above your user name.  Click the            envelope to view your new 
message.  

 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 

 
Figure 2.5 
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Chapter 3 ς Navigation and Pages 
 
 

Creating and Modifying the Navigation Bar          
 User Level: Administrator 

 
Pages are created through the Navigation page found after clicking the [Manage] button in the 
Navigation bar.  The Navigation page displays an editing table for creating the Navigation bar.  Page 
buttons added to the Navigation bar can be one of three types. (Figure 3.1) 
 

o Note: You can only create, modify, or delete one branch at a time. Only one row may be edited at a time 
in the editing table.  

 
To create a page, put the reference you wish to see in the Label field.  Next, select the desired page Type 
from the drop-down box. The three options are as follows: 
 

¶ Grouping ς Provides an icon list of pages found within the group.   

¶ Summary/Link Page ς Provides references and point values as links to other pages. 

¶ Detail Page ς Provides a detail page for viewing and accessing points within the Andover 
system. 
 

Grouping pages have a button labeled [Open] to add pages that reside within the group.  Both 
{ǳƳƳŀǊȅκ[ƛƴƪ ŀƴŘ 5Ŝǘŀƛƭ ǇŀƎŜǎ ƘŀǾŜ ŀ tŀƎŜ DǊŀǇƘƛŎ ŦƛŜƭŘ ǘƻ ŀŘŘ ǘƘŜ ǇŀƎŜΩǎ ōŀŎƪƎǊƻǳƴŘ ƛƳŀƎŜΦ   
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Figure 3.1 
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Adding and Modifying objects for Detail Pages       
   

 User Level: Administrator 
 
 
You can manage pages through the [Manage] button on the Navigation bar by selecting the [Page 
Views] option.  The Page management is separated into three sections within this page.  The left side 
contains a virtual Navigation bar to locate and select the page you wish to manage.  The lower section 
provides a way to find any Andover point reference or Link reference in the system.  After you choose 
the Controller, the other point types will populate with the corresponding names of that controller.  
Once the point or link is selected, click the [Add] button below the box and it will be added to the Page 
objects list in the top-center section. (Figure 3.2) 
 
While in this management page, you can select from the drop-down list of images found to be the 
background image libraryΦ  LŦ άbƻ LƳŀƎŜέ ƛǎ ǎŜƭŜŎǘŜŘΣ ǘƘŜ Ǉƻƛƴǘǎ ǿƛƭƭ ōŜ ŘƛǎǇƭŀȅŜŘ ƻƴ ǘƘŜ ǇŀƎŜ ƛƴ ŀ ǘŀōƭŜ 
form.  When a background image is selected, a [Page Layout] button will appear. (Figure 3.3)  From here 
you can move the page objects around over the background image to the desired location. (Figure 3.4) 
 
The page has a virtual pixel array of 600 x 600.  The fields Top and Left refer to that pixel positioning.  
The top left corner of the page would be Top-0 & Left-0 while the bottom right corner would be Top-600 
& Left-600.  Use these fields to position points more accurately after you have set their initial positions 
using the Page Layout tool. (Figure 3.3) 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 

Figure 3.2 
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Figure 3.3 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Figure 3.4 
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Files and Links 
User Level: Administrator 

 
The Files and Links page, found from the [Manage] button in the Navigation bar, allows you to upload 
files and manage links that can be placed on pages.  To add a link to webEMS, enter the description in 
the editing table, select the link Type from the drop-down box (WWW, Local File, or webEMS Link), 
enter the URL/Filename, and enter the Target location for the link to launch within.  To finalize, click the 
[Update] button.  To upload files into the webEMS system, click the [Locate File for Uploading] button 
below the editing table.  You can also rename and/or delete uploaded files in this page. (Figure 3.5) 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 

Figure 3.5 
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Chapter 4 ς Points 
 
 
Andover points include inputs, outputs, variables, and flags.  
 
 

Assigning and Managing Variables and Flags       
User Level: Manager 

 
All the available variables and flags in your Andover system can be found by clicking the [Network] 
button in the Navigation bar and selecting the particular controller you wish to manage.  The points 
available to that controller will be listed as buttons ([Flags], [V Drum], [X Drum], [A Drum]) on the 
ŎƻƴǘǊƻƭƭŜǊΩǎ ǇŀƎŜΦ   From here, you can manage all of the point properties for each of the variables or 
flags within the system.  (Figure 4.1) 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 

Figure 4.1 

 
 


